“Much about [September 11], and the larger terror campaign of which it is a 
part, distinguishes it from similar episodes in the past. This is not the work of 
a localized insurgency against a particular ruler or authority; it is a global 
assault on the very structure of modern, Western society. And yet, for all of its 
anti-Western ideology, it is a campaign that is thoroughly grounded in the high- 
tech, transnational processes of globalization.” 
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he September 11 terrorist assaults on New 
York and Washington, no less than the 1941 
Japanese attack on Pearl Harbor and the 1945 
nuclear strikes on Hiroshima and Nagasaki, have 
fundamentally altered the landscape of global con- 
flict. Before September 11, most analysts assumed 
that the next major American war would entail com- 
bat with the well-equipped armies of a modern state, 
such as Iran or China; instead, United States forces 
are now engaged in aglobal struggle against a secre 
tive, multinational terrorist organization backed by a 
clique of religious fanatics. We are seeing an entirely 
new system of warfare. The industrial-era fighting 
methods that prevailed in most of the wars of the 
twentieth century have been replaced by a different 
mode of combat: postindustrial warfare. 
Postindustrial warfare differs from earlier systems 
of combat in anumber of ways. Most important, it 
relies on irregular forces plus unconventional meth- 
ods of fighting to inflict disproportionate damage on 
more powerful conventional forces. In place of tradi- 
tional “heavy metal” weapons— tanks, combat planes, 
warships— it employs cheap, low-tech weapons and 
commercially available technologies (including 
biotechnology) to defeat an adversary. And, while the 
practitioners of such combat often espouse backward- 
looking ideologies, they seek to exploit every inno- 
vation of modern technology to their advantage. 
These characteristics were evident in the Septem- 
ber 11 terror attack. The perpetrators of the assault 
were self-made warriors, not professional soldiers 
in an established state's armed forces. In place of 
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firearms they carried penknives and box-cutters; 
instead of fighter jets they used civilian airliners to 
strike their targets. 

Of course, guerrillas, outlaws, and revolutionaries 
have always relied on unconventional means of war- 
fare to defeat more powerful foes. In this sense, the 
September 11 attack was but a modern variant of a 
familiar form of combat. But much about this event, 
and the larger terror campaign of which it is a part, 
distinguishes it from similar episodes in the past. 
This is not the work of alocalized insurgency against 
a particular ruler or authority; it is a global assault on 
the very structure of modern, Western society. And 
yet, for all of its anti-Western ideology, it is a cam- 
paign that is thoroughly rooted in the high-tech, 
transnational processes of globalization. 

Nor is Al Qaeda, the terror organization believed 
behind the September 11 attack, the only violent 
group to exhibit these characteristics. Around the 
world, many other insurgent and outlaw entities 
employ asimilar mix of postindustrial tactics. In Sri 
Lanka, the rebel Tamil Tigers have used a sophisti- 
cated, world-spanning procurement network to 
obtain advanced explosives for a relentless cam- 
paign of suicide bombings at important sites in 
Colombo, the nation’s capital. In Sierra Leone, rebel 
forces have used machetes to maim and mutilate 
civilians caught in their path while using globalized 
trade channels to sell their diamonds on the inter- 
national market. The drug cartels and their guer- 
rilla partners in Colombia have established an 
international banking system as sophisticated as 
that employed by large multinational corporations. 

The United States Department of Defense uses 
the term “asymmetrical operations” to describe tac- 
tics of this sort. Such operations, the department's 


0z0z 48q0}90 gz uo ysanb Aq Jpd'eey OG OOL UsND/98/68E/EEH/0S9/00 L/JPA-9|oNWe/AsosIyJUSLINO/npe'ssesdonsul|uo//:d}}Y Woy pepeo|uMoq 


434 * CURRENTHISTORY * December 2001 


1999 Annual Report says, represent an attempt by 
America’ adversaries “to circumvent or undermine 
U.S. strengths while exploiting its weaknesses, 
using methods that differ significantly from the 
usual mode of U.S. operations.” President George 
W. Bush and Secretary of Defense Donald Rumsfeld 
frequently have used this term to describe the 
September 11 assault and other terrorist attacks by 
Al Qaeda. But “asymmetry” describes only one 
aspect of these attacks— the use of unconventional 
methods by a weaker party against the strong. It 
fails to capture other aspects of the emerging com- 
bat milieu, including the antimodern, anti-Western 
ideology of many outlaw forces combined with the 
use of off-the-shelf commercial technologies to foil 
the industrial-era weaponry of the major powers. 

The United States military is now engaged ina 
global “war against terrorism”— a campaign that by 
definition entails a clash between industrial and 
postindustrial modes of combat. Other wars in the 
future are also likely to exhibit a similar confronta- 
tion. As aresult, future battles will look very differ- 
ent from those of the past, with surprising and 
possibly disturbing outcomes. 


THE NEW COMBATANTS 

For most of the twentieth century, the practice of 
warfare— as it was commonly understood— entailed 
a clash between the regular armed forces of estab- 
lished states. To prevail in such contests, most 
nations sought to assemble modern military forces 
and to provide those forces with as many guns, 
tanks, aircraft, and ships as they could afford. This, 
in turn, required the mobilization of the nation’s sci- 
entific and industrial capabilities for the design, 
development, and production of ever-more-potent 
military systems— a process that culminated in the 
nuclear bomb. Following the 1945 strikes on 
Hiroshima and Nagasaki, every major power sought 
to acquire nuclear weapons of its own, or to align 
itself with a nuclear-armed superpower. Under these 
circumstances, it was widely assumed that any major 
war of the future— a World War I1l— would produce 
human casualties on an unprecedented scale. 

The end of the cold war greatly diminished the 
risk of a global nuclear exchange, but did not erase 
the common association between the concept of 
“war” and the mobilization of industrial resources 
for the development and production of modern 
weapons. Since 1990, however, the emphasis has 
been on the development of high-tech conventional 
munitions rather than nuclear weapons and ballis- 
tic missiles. Americas concentrated use of airpower 


and “smart” munitions during the 1991 Persian Gulf 
war and the 1999 Kosovo campaign has become the 
new standard of combat that all other major powers 
seek to emulate. 

These state-based efforts to develop increasingly 
capable professional armies have had a paradoxi- 
cal effect: as the costs and risks of a major military 
encounter between the regular forces of established 
states have risen, the inclination of most govern- 
ments to engage in such action has greatly dimin- 
ished. As a result, the outbreak of interstate warfare 
has become a relatively rare occurrence. Of the fifty 
armed conflicts that erupted in the 1990s, only 
four entailed combat between two or more states, 
and only one—the Persian Gulf war— involved all- 
out fighting between large numbers of air, ground, 
and sea forces. 

Although interstate combat has become rare, 
internal conflict involving nonstate actors— insur- 
gents, terrorists, brigands, warlords, ethnic mili- 
tias— has become quite common. Such conflict can 
take several forms: revolutionary (or fundamental- 
ist) struggles to replace existing authorities with 
more ideologically (or religiously) correct regimes; 
nationalistic campaigns by repressed minorities in 
multiethnic states to break off a piece of territory 
and create an ethnically pure state of their own; and 
efforts by local warlords to gain control of valuable 
resources— gold mines, diamond fields, rare timber 
stands— for their personal benefit. Almost all the 
wars now under way around the world fit into one 
of these categories. 

Conflicts of this sort may arise from distinctive 
local conditions, but most exhibit certain common 
characteristics. Typically, the forces involved are com- 
posed of nonprofessional soldiers who are recruited 
from the local population on the basis of ideological 
or religious fervor, unabashed greed, or a lust for com- 
bat— or some combination of all three. Most of these 
combatants are young men (in many cases, teenage 
boys) who are attracted by the camaraderie and sense 
of purpose of such forces, or the opportunity to earn 
a regular income (in often economically depressed 
areas). These combatants rarely possess the learning 
or skills to operate high-tech weapons, but are per- 
fectly capable of wielding aclub or firing an AK-47 
assault rifle on a crowd of unprotected civilians. 

Unconventional forces of this sort usually operate 
in aremote and inaccessible part of the country, or in 
urban slums and shantytowns. Given their outlaw 
status, they cannot draw on the state’ financial and 
industrial resources and so must arm themselves with 
the limited weaponry at hand— hunting weapons, 
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stolen pistols and rifles, black-market firearms, com- 
mon explosives. Armies equipped in this manner are 
no match for the professional forces of an established 
state, and so normally avoid combat with them. 
Instead, they try to undermine government author- 
ity by attacking isolated police and army outposts, by 
disrupting economic activity, and by conducting ter- 
rorist strikes on symbolically important urban facili- 
ties (such as train stations and banks). Because the 
state in developing countries is often viewed as an 
agent of modernization, every manifestation of the 
modern— especially industrial facilities— is consid- 
ered a legitimate target of attack. As a result, recent 
wars in Chechnya, Congo, Liberia, and Sierra Leone 
have become, in effect, wars of deindustrialization. 

These conflicts often share another distinguishing 
characteristic: the marriage of political and religious 
objectives with criminal forms of resource acquisi- 
tion. Nonstate combatants must rely on illegal forms 
of activity to obtain the funds to buy their arms and 
pay their soldiers, which can mean engagement in 
the illegal drug trade, as is said to be the case of the 
Taliban and the war- 
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LOW-TECH WEAPONS, UNCONVENTIONAL TACTICS 

N onstate actors possess neither the means nor 
the capacity to operate the modern, high-tech 
weapons of the types found in the arsenals of estab- 
lished nation-states. In any direct battle with a 
state's regular forces, nonstate actors are likely to 
come out on the losing side. But belligerents of this 
sort rarely engage in this form of combat, preferring 
instead to slip away in the night whenever the state 
marshals its forces for attack. To achieve their objec- 
tives— or just to stay alive—rebel and insurgent 
forces must rely on low-tech weapons and uncon- 
ventional tactics to overcome the advantages of 
their more powerful opponents. 

In any firefight between a rifle and a tank, the 
rifle carrier is likely to perish. This has led most 
modern strategists to denigrate the importance in 
combat of basic infantry weaponry. But in an 
internecine struggle over the control of isolated 
towns and villages, modern assault rifles and 
rocket-propelled grenades (RPGS) can be employed 
with devastating effect. According to some esti- 
mates, 80 to 90 per- 
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of Afghanistan. Other 
forces, such as the 
Revolutionary United 


cent of all casualties 
inflicted in recent wars 
have been caused by 
small arms and light 
weapons— a category 


Front (RuF) of Sierra 

Leone and the National Union for the Total Inde 
pendence of Angola (unitA) rely on illicit sales of dia- 
monds to meet their operating expenses. Still other 
groups have engaged in kidnapping, extortion, or the 
sale of protected timber and animal products. 

To conduct their illicit endeavors, these nonstate 
actors have been forced to insert themselves in the 
global underground economy. And because the 
underground economy operates as a hidden branch 
of the legal economy, insurgent forces have had to 
learn to mimic the operating techniques of multina- 
tional corporations: opening offshore banking 
accounts, moving money around the world by wire 
transfers, establishing foreign offices, using satellite 
phones and fax machines to transmit instructions. No 
matter how opposed to the effects of globalization, 
these forces have become dependent on the continu- 
ing operation of its financial and communications 
infrastructure. This is true as much of Osama bin 
Laden and his terrorist network as it is of the guerril- 
las in Colombia and the warlords of Congo. 
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that includes rifles, 
RPGS, machine guns, lightweight mortars, and man- 
portable antitank weapons. Light weapons like 
these can also be used to assassinate government 
officials, protect illegal drug facilities, and expedite 
the ethnic cleansing of targeted neighborhoods.1 

Insurgent forces have also effectively used com- 
mon explosives to destroy military installations and 
terrorize civilian populations. Terror bombings in 
crowded urban settings have, in fact, become an all- 
too-common feature of contemporary conflict. The 
Irish Republican Army, for example, conducted a 
wave of bombings in major English cities in the late 
1990s. The Tamil Tigers in Sri Lanka have made 
this kind of terror attack a standard technique. The 
Tigers generally use teenage boys and girls who are 
persuaded (through promises of eternal fame) to 
Slip into public areas and detonate the explosive 
charges hidden beneath their clothes— killing them- 
Selves in the process. 

Suicide bombings have also occurred with regular 
frequency in the Middle East, and achieved their 
most spectacular results in the September 11 assaults 
on New York and Washington. But such attacks are 
just one of the unconventional tactics employed by 
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insurgent and terrorist groups to inflict pain and 
damage on their more powerful opponents. The sys- 
tematic assassination of government officials— police 
officers, tax collectors, schoolteachers, or anyone else 
who presents the public face of governmental author- 
ity in slums or rural areas— is another common tac- 
tic. By eradicating government authority in this 
manner, the insurgents seek to undermine ordinary 
peoples faith in the ability of the government to pro- 
vide day-to-day protection, and thus force people to 
submit to the guerrillas’ demands for food, cash, and 
recruits. This has long been the practice in Colom- 
bias guerrilla-dominated areas, and was a noted fea- 
ture of the recent fighting in Sierra Leone. Many rebel 
forces, such as the Armed Islamic Group in Algeria, 
have slaughtered the entire population of isolated 
rural villages to demonstrate the impotence of the 
national government. 

Economic warfare is another tactic employed by 
rebel groups seeking to undermine the power and 
authority of the established government. In Egypt, 
for example, militant fundamentalists have attacked 
foreign visitors at well-known archaeological sites— 
thus producing a sharp drop in tourist income (a 
major factor in the Egyptian economy). An attack in 
1997 at the Temple of Hatshepsut in Luxor resulted 
in the deaths of 58 foreigners. (This attack has been 
attributed to the Islamic Group of Egypt, a group 
associated with Al Qaeda.) In Colombia, the leftist 
guerrilla N ational Liberation Army bombed the 480- 
mile Cano Limén-to-Covenas pipeline 79 times in 
1999, causing millions of dollars in damage and lost 
oil revenues. And while there is no proven case of an 
insurgent or terrorist group spreading computer 
viruses to paralyze the information and financial sys- 
tems of the advanced industrial nations, it is widely 
believed that “cyberwar” of this sort will be a com- 
mon feature of unconventional warfare in the future. 

M ost of these techniques, and others like them, 
have been employed by Al Qaedain its campaign to 
undermine pro-Western governments in the Mid- 
dle East and to eject American forces from the 
region. Terrorist bombings were conducted on 
United States facilities in Saudi Arabia (1995 and 
1996), United States embassies in Kenya and Tan- 
zania (1998), and the uss Colein Yemen (2000). Al 
Qaeda has also been linked to guerrilla and terrorist 
activities in several other locations, including Egypt, 
Indonesia, Kashmir, the Philippines, and Uzbek- 
istan. To finance its operations, Al Qaeda has 
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engaged in various forms of licit and illicit com- 
merce, including the sale of illegal narcotics. But it 
was the September 11 assault on the Pentagon and 
the World Trade Center that most dramatically 
revealed the organization's capacity for daring and 
improvisation, entailing the use of fuel-laden civil- 
ian airliners as flying superbombs. 

The September 11 attacks are also revealing in 
terms of the terrorists’ approach to technology. 
While supposedly disdaining everything Western, 
the soldiers in Osama bin Laden's multinational 
army (and other armies like it) are fully prepared to 
use modern, information-age technologies— cell 
phones, computers, e-mail, the Internet, interna- 
tional banking networks, mass communications— 
whenever it suits their purpose.2 

Insurgent and terrorist organizations have also 
sought to employ modern pharmaceutical tech- 
nologies to manufacture biological warfare (Bw) 
agents. Although no firm link had been established 
by early November between the terrorists responsi- 
ble for the September 11 hijack attacks and the 
anthrax outbreaks that plagued parts of the United 
States in the following weeks, it is believed that Al 
Qaeda and other extremist groups have considered 
the use of Bw agents in attacks on civilian popula- 
tions. The technologies used to produce these 
weapons are closely related to those used in non- 
military pharmaceutical research efforts; because 
these technologies have been widely disseminated 
in recent years, it is possible for underground orga- 
nizations like Al Qaeda to obtain sw-related equip- 
ment and materials from scores of locations around 
the world. 


GLOBALIZATION AND ITS DISCONTENTS 

The use of modern technology by insurgent and 
terrorist organizations is part of another distinctive 
aspect of postindustrial warfare: the close relation- 
ship between economic globalization and the emer- 
gence of new forms and foci of revolt. The creation 
of a global market has resulted in a growing divide 
between rich and poor, with new pockets of afflu- 
ence arising in areas of widespread poverty and stag- 
nation. Rapidly changing class dynamics are often a 
source of friction but become especially explosive 
when new class disparities correspond to long-stand- 
ing ethnic and religious divisions. Thus, while glob- 
alization has improved living conditions in some 
countries, it has also increased the risk of conflict in 
others. As noted by the Defense Department-funded 
Institute for National Security Studies (inss) in its 
Strategic Assessment for 1999, “forces associated with 
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economic globalization have threatened near-term 
stability in several key countries, aggravated social 
and economic tensions, and increased the potential 
for backlash against globalization.” 

This tendency is especially apparent in parts of 
Africa, the Middle East, and Southeast Asia, where 
economic growth has lagged behind other regions 
or has left some populations in a stagnant or declin- 
ing position. When the 1997 Asian economic crisis 
spread to Indonesia, for example, many native 
Indonesians turned against the resident Chinese 
community, which was viewed (not always accu- 
rately) as having benefited disproportionately from 
the crony capitalism of the Suharto era. More 
recently, continuing economic decline appears to 
have exacerbated tensions between Indonesian 
Muslims and Christians in the Moluccas, and 
between the Acehenese and other inhabitants of 
Sumatra. Economic grievances have also con- 
tributed to the antagonism between Israelis and 
Palestinians, and between the Tamils and the Sin- 
halese in Sri Lanka. Similarly, Islamic fundamental- 
ist groups in Egypt and Saudi Arabia have created 
significant grassroots support by denouncing the 
lavish lifestyles of the ruling elites. 

Economic discontent can also lead to the demo- 
nization of globalization itself. “Many nongovern- 
ment groups see globalization as serving large 
corporate interests at the expense of the poor,” the 
INSS reported in 1999. Antiglobalization protesters 
at World Bank meetings in Seattle and Washington, 
D.C. in the last two years have voiced similar argu- 
ments. The same outlook can be found in the state- 
ments of many insurgent organizations, such as the 
Zapatistas in Mexico and the Revolutionary Armed 
Forces of Colombia. 

Globalization is also associated with the intrusion 
of Western values and behavior patterns into tradi- 
tional societies, producing anxiety and resentment 
among those who feel alienated from (or threatened 
by) the emerging, consumer-based world culture. For 
some this has led to nostalgia for an earlier, suppos- 
edly more just and puritanical epoch. Many follow- 
ers of Islamic fundamentalism, for example, would 
like to recreate what they believe to have been the 
utopian world of the early Muslim era. Some of these 
believers, including the leaders of the Taliban, are pre- 
pared to use armed violence to achieve this purpose. 

In some cases, antiglobalization campaigns have 
taken on a decidedly anti-American character. 
“Although economic globalization is not the same as 
Americanization, it is largely driven by Americans,” 
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the inss observed. “U.S. companies are at the forefront 
of global trade, investment, finance, and information 
technology.” Inevitably, this leads to anti-American 
sentiments for those who remain immured in poverty. 

Globalization is thus a contributing factor in the 
outbreak of conflict and often determines its par- 
ticular targets. But, however strongly they may 
oppose the effects of globalization, many insurgent 
and terrorist groups rely on its various manifesta- 
tions to further their revolutionary or reactionary 
purposes. As noted, this entails the use of modern 
information and communications technologies 
such as the Internet as well as advanced biotech- 
nology. Indeed, it is striking how closely trans- 
national terror groups like Al Qaeda and the Tamil 
Tigers have come to resemble large multinational 
corporations, with their far-flung communications, 
information-processing, and financial networks. 
This, more than anything, distinguishes the new 
insurgencies from those of the past. 


IMPLICATIONS 

Postindustrial warfare poses a significant chal- 
lenge to the international community and to status 
quo powers like the United States. Transnational 
terrorist organizations like Al Qaeda, and the 
transnational criminal organizations with which 
they are often associated, have successfully 
breached long-standing defense mechanisms to 
inflict great harm on Western societies. Given their 
proven capacity for stealth and improvisation, 
these groups likely will continue to evade and cir- 
cumvent the determined efforts to incapacitate 
them. Political violence and organized criminality 
will thus remain significant features of the interna- 
tional landscape. 

Clearly, successfully addressing this challenge 
will not be possible without a better understanding 
of postindustrial warfare and the development of 
strategies capable of counteracting its effects. Ulti- 
mately, it will also require a more rigorous effort to 
chart the many complex links between economic 
globalization and violent conflict. 

Although many belligerents have begun to 
appreciate— and take advantage of— the distinctive 
characteristics of the emerging military environ- 
ment, strategic theory and practice in the United 
States (and other advanced industrial nations) have 
not kept pace with developments on the ground. 
Only by understanding and adapting to the exigen- 
cies of postindustrial warfare can we successfully 
face the challenges that surely lie ahead. i] 
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